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1 2 Port Security Configuration

About This Chapter

This chapter describes how to configure port security on Huawei devices.

12.1 Overview of Port Security

12.2 Understanding Port Security

12.3 Application Scenarios for Port Security

12.4 Licensing Requirements and Limitations for Port Security
12.5 Default Settings for Port Security

12.6 Configuring Port Security

12.7 Configuration Examples for Port Security

12.1 Overview of Port Security

Port security changes the dynamic MAC addresses learned on an interface into
secure MAC addresses (including dynamic and sticky MAC addresses). Only hosts
using secure MAC addresses or static MAC addresses can communicate with the
device through the interface. This function enhances device security.

12.2 Understanding Port Security

A device takes certain actions after the number of secure MAC addresses reaches
the limit.
Classification of Secure MAC Addresses

Secure MAC addresses fall into dynamic secure MAC addresses and sticky MAC
addresses.
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Table 12-1 Classification of secure MAC addresses

Type Description Characteristic

Dynami | MAC addresses that Dynamic secure MAC addresses will be lost
c secure | are learned on an after a device restart and need to be learned
MAC interface where port | again.

address | security is enabled
but the sticky MAC
address function is
disabled.

Dynamic secure MAC addresses will never be
aged out by default, and can be aged only
when an aging time is set for them.

Sticky MAC addresses that Sticky MAC addresses are not aged out. The
MAC are learned on an sticky MAC addresses that are saved
address | interface where both | manually are not lost after a device restart.
port security and
sticky MAC address
function are enabled.

Before port security is enabled on an interface, MAC address entries can be
configured statically or learned dynamically on the interface. After port security is
enabled on an interface, dynamic MAC address entries that have been learned on
the interface are deleted and MAC address entries learned subsequently turn into
secure dynamic MAC address entries. Only packets with source MAC addresses
matching the secure dynamic MAC address entries or static MAC address entries
can pass through the interface. After the sticky MAC address function is enabled
on the interface, existing secure dynamic MAC address entries and MAC address
entries learned subsequently on the interface turn into sticky MAC address entries.
When the number of secure MAC addresses reaches the limit, the switch stops
learning MAC addresses on the interface and takes a protection action on the
interface or packets received.

Action to Take After the Number of Secure MAC Addresses Reaches the

If the switch receives packets with a nonexistent source MAC address after the
number of secure MAC addresses reaches the limit, the switch considers that the
packets are sent from an unauthorized user and takes the configured action on
the interface. By default, the switch discards the packets and generates an alarm
in such a situation.

Table 12-2 Port security actions

Action Description

restrict Discards packets with a nonexistent source MAC address and
generates an alarm. This action is recommended.
NOTE

When receiving packets with a nonexistent source MAC address, the
switch generates at least one alarm and at most two alarms every 30
seconds.
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Action Description
protect Only discards packets with a nonexistent source MAC address

but does not generate an alarm.

shutdown Sets the interface state to error-down and generates an alarm.

By default, an interface cannot automatically restore to Up state
after it is shut down. To restore the interface, run the undo
shutdown command on the interface in sequence. Alternatively,
run the restart command on the interface to restart the
interface.

12.3 Application Scenarios for Port Security

Port security usually applies to the following scenarios:
e The access device configured with port security can defend against attacks
initiated by an unauthorized user using another interface.

e The aggregation device configured with port security can limit the number of
access users.

Configuring Port Security at the Access Layer

As shown in Figure 12-1, PC1 and PC3 connect to RouterA using IP phones, and
PC2 directly connects to RouterA. To ensure access device security and defend
against attacks from unauthorized users, configure port security on the interface
of RouterA.

Figure 12-1 Configuring port security at the access layer

Router

Router

Issue 13 (2024-08-30) Copyright © Huawei Technologies Co., Ltd. 659




Huawei AR Series Access Routers
CLI-based Configuration Guide - Security 12 Port Security Configuration

(11 NOTE

e If access users frequently change the locations, you can configure port security to
convert dynamic MAC addresses into dynamic secure MAC addresses. This function
ensures that bound MAC address entries are deleted immediately when users change
the locations.

e If access users seldom change the locations, you can configure port security to convert
dynamic MAC addresses into sticky MAC addresses. This function ensures that bound
MAC address entries are not lost after a device reset.

Configuring Port Security at the Aggregation Layer

As shown in Figure 12-2, multiple PCs communicate with the switch through
RouterA on a tree network. To ensure aggregation device security and limit the
number of access users, configure port security on the aggregation device Router
and set the maximum number of secure MAC addresses.

Figure 12-2 Configuring port security at the aggregation layer

® Router

GE1/0/1

VLAN 10

12.4 Licensing Requirements and Limitations for Port
Security

Involved Network Elements

Other network elements are not required.

Licensing Requirements

Port security is a basic feature of the router and is not under license control.

Feature Limitations

When deploying port security on the router, pay attention to the following:
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An interface can learn only one secure MAC address by default. Set the
maximum number of secure MAC addresses according to actual networking.

The 4GE-2S, 4ES2G-S, 4ES2GP-S, and 9ES2 cards do not support port security.

The AR100&AR120 series, AR161G-L, AR169-P-M9, AR161, AR161W, AR169,
AR169G-L, AR169W, AR2204-27GE, AR2204E-D-27GE, AR2204-27GE-P,
AR2204-51GE-P, AR2204-51GE-R, AR161G-U, AR169RW-P-M9, AR169W-P-M9,
AR2204-24GE, AR2204-51GE, AR2204-48GE-P, AR169CVW, AR161EW-MT1,
AR169EGW-L, AR161G-Lc, AR169CVW-4B4S, AR161EW, AR169EW do not
support port security.

12.5 Default Settings for Port Security

Table 12-3 Default settings for port security

addresses learned by an interface

Parameter Default Setting
Port security Disabled
Maximum number of secure MAC 1

Action to take after the number of restrict: discards packets with a
learned secure MAC addresses reaches | nonexistent source MAC address and
the limit generates an alarm

Aging time of secure MAC address Not aged

entries

12.6 Configuring Port Security

Port security changes the dynamic MAC addresses learned on an interface into
secure MAC addresses (including dynamic and sticky MAC addresses). This
function prevents unauthorized users from communicating with the router using
this interface and therefore enhances device security.

Pre-configuration Tasks
Before configuring port security, complete the following tasks:

Disable MAC address limiting on the interface.

Disable MUX VLAN.

Disable MAC address authentication.

Disable 802.1x authentication.

Disable MAC address security for DHCP snooping on the interface.
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12.6.1 Configuring the Secure MAC Address Function

Context

You can configure port security on networks demanding high access security. Port
security enables the router to convert MAC addresses learned by an interface into
secure MAC addresses and to stop learning new MAC addresses after the
maximum number of learned MAC addresses is reached. In this case, the router
can only communicate with devices with learned MAC addresses. This prevents
devices with untrusted MAC addresses from communicating with the router
through this interface, improving security of the device and network.

Procedure
Step 1 Run system-view
The system view is displayed.
Step 2 Run interface /interface-type interface-number
The interface view is displayed.
Step 3 Run port-security enable
Port security is enabled.
By default, port security is disabled on an interface.
Step 4 Run port-security max-mac-num max-number
The maximum number of secure MAC addresses learned by an interface is set.

By default, the maximum number of secure MAC addresses learned by an
interface is 1.

(10 NOTE

e An interface can learn only one secure MAC address by default. If multiple PCs connect
to the company network using one interface, run the port-security max-mac-num
command to change the maximum number of secure MAC addresses.

e If a PC connects to the router using an IP phone, set the maximum number of secure
MAC addresses to 3 because the IP phone occupies two MAC address entries and the PC
occupies one MAC address entry. The VLAN IDs in two MAC address entries used by the
IP phone are different. The two VLANSs are used to transmit voice and data packets
respectively.
Step 5 (Optional) Run port-security protect-action { protect | restrict | shutdown }
A port security action is configured.
By default, the restrict action is used.
Step 6 (Optional) Run port-security aging-time time

The aging time of dynamic secure MAC address entries learned by the interface is
set.
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By default, dynamic secure MAC address entries learned by an interface are not

aged out.

--—-End

Follow-up Procedure

e Check secure MAC addresses.

Run the display mac-address security [ vlan vian-id| interface-type
interface-number] command to check dynamic secure MAC address entries.

e If the router receives packets with a nonexistent source MAC address after the
number of secure MAC addresses reaches the limit, the router considers that
the packets are sent from an unauthorized user and takes the configured
action on the interface. There are three actions: restrict, protect, and

shutdown.

Table 12-4 Port security actions

Action

Description

restrict

Discards packets with a nonexistent source MAC address and

generates an alarm. This action is recommended.

NOTE
When receiving packets with a nonexistent source MAC address, the
switch generates at least one alarm and at most two alarms every
30 seconds.

protect

Only discards packets with a nonexistent source MAC
address but does not generate an alarm.

shutdown

Sets the interface state to error-down and generates an
alarm.

By default, an interface cannot automatically restore to Up
state after it is shut down. To restore the interface, run the
undo shutdown command on the interface in sequence.
Alternatively, run the restart command on the interface to
restart the interface.

12.6.2 Configuring the Sticky MAC Address Function

Context

You can configure port security on networks demanding high access security. Port
security enables the router to convert MAC addresses learned by an interface into
secure MAC addresses and to stop learning new MAC addresses after the
maximum number of learned MAC addresses is reached. In this case, the router
can only communicate with devices with learned MAC addresses. This prevents
devices with untrusted MAC addresses from communicating with the router
through this interface, improving security of the device and network.

The sticky MAC address function usually applies to networks where terminal users

seldom change.
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Procedure

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Run system-view
The system view is displayed.

Run interface interface-type interface-numberThe interface view is displayed.

Run port-security enable

Port security is enabled.

By default, port security is disabled on an interface.

Run port-security mac-address sticky

The sticky MAC address function is enabled on the interface.

By default, the sticky MAC address function is disabled on an interface.
Run port-security max-mac-num max-number

The maximum number of sticky MAC addresses is set.

By default, an interface enabled with the sticky MAC address function can learn
only one sticky MAC address.

(11 NOTE

e An interface can learn only one secure MAC address by default. If multiple PCs connect
to the company network using one interface, run the port-security max-mac-num
command to change the maximum number of secure MAC addresses.

e If a PC connects to the router using an IP phone, set the maximum number of secure
MAC addresses to 3 because the IP phone occupies two MAC address entries and the PC
occupies one MAC address entry. The VLAN IDs in two MAC address entries used by the
IP phone are different. The two VLANSs are used to transmit voice and data packets
respectively.

(Optional) Run port-security protect-action { protect | restrict | shutdown }
A port security action is configured.

By default, the restrict action is used.

(Optional) Run port-security mac-address sticky mac-address vlan vian-id

A sticky MAC address entry is configured.

(11 NOTE

e After the sticky MAC address function is enabled on an interface, existing dynamic
secure MAC address entries and MAC address entries learned subsequently on the
interface turn into sticky MAC address entries.

e After the sticky MAC address function is enabled on an interface, sticky MAC address
entries are not aged even if the port-security aging-time command is configured.

e The saved sticky MAC address entries are not lost after a device restart.

--—-End
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Follow-up Procedure

e Run the display mac-address sticky [ vlan vian-id | interface-type interface-
number] command to check sticky MAC address entries.

e If the switch receives packets with a nonexistent source MAC address after the
number of secure MAC addresses reaches the limit, the switch considers that
the packets are sent from an unauthorized user and takes the configured
action on the interface. There are three actions: restrict, protect, and

shutdown.

Table 12-5 Port security actions

Action

Description

restrict

Discards packets with a nonexistent source MAC address and
generates an alarm. This action is recommended.
NOTE

When receiving packets with a nonexistent source MAC address, the

switch generates at least one alarm and at most two alarms every
30 seconds.

protect

Only discards packets with a nonexistent source MAC
address but does not generate an alarm.

shutdown

Sets the interface state to error-down and generates an
alarm.

By default, an interface cannot automatically restore to Up
state after it is shut down. To restore the interface, run the
undo shutdown command on the interface in sequence.
Alternatively, run the restart command on the interface to
restart the interface.

12.7 Configuration Examples for Port Security

12.7.1 Example for Configuring Port Security

Networking Requirements

As shown in Figure 12-3, PC1, PC2, and PC3 connect to the company network
through the router. For high user access security, port security is enabled on the
interface of the router and the maximum number of MAC addresses to be learned
on the interface is set to the number of access users so that external users cannot
use their PCs to access the company network.
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Figure 12-3 Networking for configuring port security
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Configuration Roadmap
The configuration roadmap is as follows:

1. Create a VLAN to implement Layer 2 forwarding.
2. Configure port security so that learned MAC address entries are not aged out.

Procedure

Step 1 Create a VLAN on the router and add interfaces to the VLAN.
# Create a VLAN.

<Huawei> system-view
[Huawei] sysname Router
[Router] vlan 10
[Router-vlan10] quit

# Add GEO/0/1 to VLAN 10. The configurations of GE0/0/2 and GEO/0/3 are similar
to the configuration of GE0/0/1, and are not mentioned here.

[Router] interface gigabitethernet 0/0/1
[Router-GigabitEthernet0/0/1] port link-type access
[Router-GigabitEthernet0/0/1] port default vlian 10
[Router-GigabitEthernet0/0/1] quit

Step 2 Configure port security on GEO/0/1.

# Enable the sticky MAC address function and set the maximum number of MAC
addresses. The configurations of GE0/0/2 and GEO0/0/3 are similar to the
configuration of GEO/0/1, and are not mentioned here.

[Router] interface gigabitethernet 0/0/1
[Router-GigabitEthernet0/0/1] port-security enable
[Router-GigabitEthernet0/0/1] port-security mac-address sticky
[Router-GigabitEthernet0/0/1] port-security max-mac-num 1
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(11 NOTE

e An interface can learn only one secure MAC address by default. If multiple PCs connect
to the company network using one interface, run the port-security max-mac-num
command to change the maximum number of secure MAC addresses.

e If a PC connects to the router using an IP phone, set the maximum number of secure
MAC addresses to 3 because the IP phone occupies two MAC address entries and the PC
occupies one MAC address entry. The VLAN IDs in two MAC address entries used by the
IP phone are different. The two VLANS are used to transmit voice and data packets
respectively.

Step 3 Verify the configuration.

If PC1, PC2, and PC3 are replaced by other PCs, the PCs cannot access the
company network.

--—-End

Configuration Files

Router configuration file

#

sysname Router

#

vlan batch 10

#

interface GigabitEthernet0/0/1
port link-type access

port default vlan 10
port-security enable
port-security mac-address sticky
#

interface GigabitEthernet0/0/2
port link-type access

port default vlan 10
port-security enable
port-security mac-address sticky
#

interface GigabitEthernet0/0/3
port link-type access

port default vlan 10
port-security enable
port-security mac-address sticky
#

return

Issue 13 (2024-08-30) Copyright © Huawei Technologies Co., Ltd. 667



	12 Port Security Configuration
	12.1 Overview of Port Security
	12.2 Understanding Port Security
	12.3 Application Scenarios for Port Security
	12.4 Licensing Requirements and Limitations for Port Security
	12.5 Default Settings for Port Security
	12.6 Configuring Port Security
	12.6.1 Configuring the Secure MAC Address Function
	12.6.2 Configuring the Sticky MAC Address Function

	12.7 Configuration Examples for Port Security
	12.7.1 Example for Configuring Port Security



